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With the times, nothing is impossible with internet technology.
One of the advantages of the internet is that it allows for
developing it to support creativity and openness to the public,
especially ICT-based governance or smart governance, by
implementing digital signature, both in public services
implementation and in correspondence and other documents.
Most of the previous digital signature studies were limited to
technical research on digital signature’ patterns and design.
This study aims to describe digital signature implementation
as a new smart governance model. This study uses a qualitative
research method and data sources consisting of reference data
from various previous studies and data sourced from national
online media news. Based on the analysis results using NVivo
12 Plus software, digital signature implementation is needed to
anticipate cybercrime threats in effective, efficient, and
accountable public services implementation as a new smart
governance model.
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Digital Signature Implementation as a New Smart Governance Model

1. Introduction

The more rapid the development of technology, the more challenges will arise with it. With
the advancement of technology, everyone can easily do everything faster and shorter. One of
these technological developments is the internet. The majority of internet users in Indonesia use
the internet daily (Darmayani, 2018). Currently, the internet is not only used as a support for
work, but the internet has also become an inseparable part of human life. Hence, the influence
of the internet is in every aspect of human life. Apart from being used as work support, it is also
for everyone’s personal needs. The internet has become the door and window to the world, a
broader and more limitless world. Nothing is impossible with internet technology, starting
from the simplest things, namely looking for news to communicating with relatives or friends
in other parts of the world. One of the advantages of the internet is that it allows for developing
it to support creativity and openness to the public. It makes the internet very flexible for further
developments that encourage the emergence and development of online innovation
(Septianingrum et al., 2018).

Concerning current internet usage, data reported by Google Consumer Barometer based on
survey results in 2017 shows that as follows:

Do people use the Internet for personal purposes?

Yes

No

Figure 1. Internet Use for Personal Purposes
Source: Google Consumer Barometer (2017a)

Based on Figure 1, from a population of 1,000 respondents online and offline in 2017, 56% of
respondents use the internet for personal purposes, and 44% use the internet, not for personal
purposes.

How often do people go online (for personal Internet usage)?

Less than monthly

J

Figure 2. Personal Internet Usage
Source: Google Consumer Barometer (2017b)
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Based on Figure 2, from a population of 604 online respondents in 2017, who access via
computers, Tablets, and Smartphones for personal purposes, it shows that 79% of respondents
access the internet daily, 14% access the internet weekly, 6% access the internet monthly, and
1% of respondents access the internet less than monthly.

Which devices do people use?

Mobile phone (basic mobile phone + smartphone)

Smariphone

Computer (Deskiop, Laptop and Netbook combined)

Taplet
™

MP3 player

]

eReader

Digital device 10 save of record TV programs

Digital device 1o stream Internet-content on TV screen

Wearable digital device

Figure 3. Device Used
Source: Google Consumer Barometer (2017c)

Based on Figure 3, from a population of 1,000 respondents online and offline in 2017, 91% of
internet access via mobile phone (basic mobile phone and smartphone). Moreover, 60% use
smartphone, 22% use computer (desktop, laptop, and notebook combine), 8% use tablet, 95%
use television, 7% use MP3 player, 1% use eReader, 3% use digital devices to save or record TV
programs, 2% digital device to stream internet-content on TV screen and 1% use wearable
digital device.

All three figure above shows how the pattern of technological development, especially the
internet, is increasingly massive. It forces the government to prepare cybersecurity standards.
Without secure and precise cybersecurity standards, threats will continue to increase. One of
the government’s cybersecurity measures is implementing a digital signature on official
government documents. The digital signature consists of electronic information related to other
electronic information as a verification or authentication system. In Indonesia, a digital
company has the authority to accept registration, verify, and issue electronic certificates and
electronic signatures for Indonesian citizens and has been registered and recognized by the
Ministry of Communication and Information of the Republic of Indonesia, named PrivylID.
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H Other Sectors M Private Sector m Outside Jabodetabek ® Jabodetabek

Figure 4. PrivyID Digital Signature User in 2018
Source: Selular.id (2018)

Based on Figure 4, in 2018, PrivyID digital signature users were 1.9 million. Based on
demographics, 59% of digital signature users are in Jakarta-Bogor-Depok-Tangerang-Bekasi
(Jabodetabek) and 41% outside Jabodetabek. If disaggregated by profession, 70% of digital
signature users in 2018 were private-sector workers, and 30% were other sector workers.
Meanwhile, if disaggregated by gender, 62% were male users, and 38% were female users.
Based on the use of operating media, as many as 63% of users signed documents via
smartphones, and some 37% used personal computers (PCs) or laptops.

2. Literature Review

ICT developments, which consists of the Internet of Things (IoT), the Internet of Everything
(IoE), and the Internet of Nano Things (IoNT), are new approaches to integrate the internet into
personal, professional, and community life (Miraz et al., 2015). Many cities or regions use this
approach to implement governance, planning, and managing a city or region.

In general, to be called a large and prosperous city or area, cities worldwide have good
quality and standards in various activity and public lives. Urban and regional planning is
needed to improve government governance, technological innovation, public welfare, and
business investment qualities to realize a Smart City. Smart City predicate obtained by
developing smart infrastructure governance using ICT to find and analyze data needed by the
government, public, and other stakeholders. Being a smart city also means must continue to
innovate and develop in a better way.

Smart governance is the main requirement in implementing Smart City development. The
government must shape the public’s paradigm of a better life. Public trust in the government
can be grown by showing concern and transparency in governance administration. In
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implementing government governance, a good governance concept is a primary key to its
success. The concept is a paradigm, system and government governance, and development
based on law principles. Smart governance aims to realize effective, efficient, and
communicative governance and continuously improve the bureaucracy’s performance through
innovation and integrated technology adoption.

The increasingly massive technological development pattern, especially the internet, forces
the government to prepare cybersecurity standards for existing internet networks, especially
ICT-based governance administration. Without fast and precise cybersecurity standards, the
threat will increasingly increase, called cybercrime. Cybercrime is unlawful activities in which
computers or computing devices such as smartphones, tablets, Personal Digital Assistants
(PDAs), and other devices that stand-alone or part of a network used as tools and or as targets
for criminal activity. People with destructive and criminal mindsets often carry out cybercrime
for revenge, greed, and gain experience (Pande, 2017).

The cybercrime threats types consist of 1) The theft of personal data for commercial
purposes, such as theft of identity and credit card numbers; 2) Illegal access to company data
used for business competition; 3) The theft of government data used to attack a specific entity;
4) Collecting intelligence data of a country for the benefit of a foreign country or specific entity;
5) Data manipulation for political or business purposes; 6) Attacks aimed at eliminating control
or weakening or even paralyzing the government or a company; 7) Manipulation of internet
user behavior to download Malicious Software (Malware) which aims to infiltrate and destroy
systems, and 8) Direct attacks via internet network against systems that aim to cripple public
services of specific public institutions (Ahmad et al., 2018).

The ICT-based governance process trimmed long bureaucracies to effectively and efficiently
public service process without contradicting the prevailing laws and regulations. Bureaucracies
sometimes cause delays in the public services process and government policy decision-making.
In making bureaucracies’ simplification, needs an effective and efficient system without
reducing governance accountability by implementing digital signatures in public services and
the correspondence process and other government administration documents. A digital
signature consists of electronic information related to other electronic information as a system
of verification or authentication. A digital signature is not a scanned signature and then
embedded into a document, but rather a series of data and information embedded into a
document.

A digital signature is one of the cybersecurity policies implemented in anticipating data and
official document manipulation issued. Three basic digital signature processes consist of
checking signatory authentication, document authentication, and digital signature verification.
Its development uses several algorithms, such as Elgamal and Schnorr (Pooja & Yadav, 2018).

Digital signature implementation in governance is increasing, starting from document
management in official correspondence until used in the government’s licensing documents.
Using a digital signature can guarantee that the document is authentic (Liyanti & Hakim, 2019)
because it can authenticate the signed document and the signature owner through an algorithm
(Perdana et al., 2019). There are two types of digital signatures: uncertified digital signature and
certified digital signature. Types of uncertified digital signatures, for example, are scanned wet
ink signatures, Barcodes, QR codes, and Biometrics. In contrast, examples of certified digital
signatures are signatures using cryptography or called a digital signature.

Digital signature as a new smart governance model aims to encourage accountable smart
governance further to develop cybersecurity (Febrianta et al., 2019). Besides, implementing a
digital signature policy is also in line with implementing smart governance, especially in good
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government management, and creating a positive image of modern and progressive
government (Kumar, 2015).

DIGITAL

CYBERSECURITY SIGNATURE

SMART
GOVERNANCE

Figure 5. Conceptual Framework

Figure 5 above illustrates that this study’s conceptual framework from the smart
governance concept emphasizes cybersecurity policies with digital signature implementation to
anticipate manipulating data and official documents issued by the government to implement
the governance process effectively, efficiently, and accountable.

3. Research Methodology

This study’s conceptual framework based on smart governance implementation requires
cybersecurity policies using digital signatures (Figure 5). This study aims to describe digital
signature implementation as a new smart governance model to implement effective, efficient,
and accountable public services.

This study uses a qualitative research method and data sources consisting of reference data
from various previous studies and data sourced from national online media news using NVivo
12 Plus software with the NCapture feature. This feature capable of systematically extracting
data from national online media with in-depth analysis. The use of national online media in this
study aims to complement the literature review used as a reference. The NVivo 12 Plus software
use aims to map and explore cybersecurity policies implementation using digital signatures in
smart governance.

4. Results and Discussion

Some of the functions of implementing smart governance are 1) Policymaking and
implementation of regulatory and development functions run well; 2) Quick data acquisition,
storage, and retrieval; 3) Improved governance management; 4) Increasing the dissemination of
rules, regulations, and government activities; 5) Improved performance in the setting function;
6) Improved performance in the social sector; and 7) Creating a positive image of a modern and
progressive government (Kumar, 2015).
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Group Query

Items
News\Sistem Pendukung Indikator Smart Governance di Jakarta - Portal Jakarta Smart City

News\Gandeng Badan Informasi Geospasial, Pemkab Demak Lakukan Percepatan Demak Smart Ciry - Kota Cerdas Indonesia

News\BSSN Fasilitasi Kemenlu Dengan Sertifikat Elektronik - bssn.go.id

Figure 6. Smart Governance
Source: NVivo 12 Plus (processed data result)

Figure 6 shows two national online media reports on smart governance, especially reports
on smart cities, and national online news concerning electronic certificates. As part of a smart
city, smart governance requires applying policies on electronic certificates.

The increasingly massive pattern of technological developments, especially the internet,
forces the government to prepare cybersecurity standards for the existing internet network,
especially in the administration of ICT-based governance. Without cybersecurity measures that
are fast and precise, the threat will increasingly increase called cybercrime.

Group Query

Items
News\Tanda Tangan Digital Punya Kekuatan Hukum untuk Lawan Pemalsuan - kumparan.com

Nodes
Cybersecurity\Certificate Authority

News\Digisign - Pentingnya Menggunakan Tanda Tangan Yang Sah

News\Digisign - Kenali 3 Jenis Tanda Tangan Digital

Figure 7. Cybersecurity
Source: NVivo 12 Plus (processed data result)

Figure 7 shows that some national online news reports about cybersecurity policies.
Cybersecurity is a policy that must be carried out by the government to anticipate the threat of
cybercrime.

Copyright © 2020. Owned by Author(s), published by Society. This is an open-access article under the CC-BY-NC-5SA license.
https:/ /doi.org/10.33019/society.v8i2.222 - 634



https://creativecommons.org/licenses/by-nc-sa/4.0/
https://creativecommons.org/licenses/by-nc-sa/4.0/
https://creativecommons.org/licenses/by-nc-sa/4.0/
https://creativecommons.org/licenses/by-nc-sa/4.0/

Cyt

Cybersecurity\Strategi Cybersecurity
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Group Query

Cybersecurity\Upaya CybeVSé;;LFlﬂ/ Items
o

Reference\Munir, Rinaldi (2018)

Cybersecurity\Tujuan Cybersecurity

Cybersecurity\Tata Kelola Cybersecurity
Reference\Menezes, Alfred J., Van Oorschot, Paul C., Vanstone, Scott A (1997)

Reference\Chyan, Phie (2018)

Reference\Ahmad, Deni, Putri, Denita Andriani, Styawan, Hari, Nugraha, Leonardus, K., Magdalena, Merry (2018)

Cybersecurity\Aspek Keamanan Informasi

Cybersecurity\Ancaman Cybersecurity Reference\Abraham, Firda Zulivia, Santosa, Paulus Insap, Winamo, W ing Wahyu (2018)

Figure 8. Studies on Cybersecurity
Source: NVivo 12 Plus (processed data result)

Figure 8 shows that five studies examine cybersecurity, consisting of:

Rinaldi Munir conducted a study on information security aspects and stated that digital
signatures are not limited to embedding in digital documents. It can also embed in the
software to maintain integrity for documents and software (Munir, 2015).

Alfred J. Menezes, Paul C. van Oorschot, & Scott A. Vanstone, in their book entitled
“Handbook of Applied Cryptography,” described the registration authority. The process is
one of the processes in digital signatures issuance that aim to maintain confidentiality,
integrity, entity authentication, and data authentication (Menezes et al., 1997).

Phie Chyan conducted a study on information security aspects and stated that following
ICT development advantage, there is one thing that should concern the government:
information security. The information must be maintained not to be recognized by
unauthorized people (Chyan, 2018).

Deni Ahmad, Dinita Andriani Putri, Hari Styawan, Leonardus K. Nugraha, & Merry
Magdalena conducted a study on policies, governance, strategies and efforts, coverage,
goals, and cybersecurity threats (Ahmad et al., 2018).

Firda Zulivia Abraham, Paulus Insap Santosa, & Wing Wahyu Winarno conducted a
registration authority study. The registration authority is a digital signature authentication
model used for electronic documents created, sent, or stored either in analog or digital types
or in other types (Abraham et al., 2018).

The government must apply cybersecurity policies in the governance process to anticipate

cybercrime threats in implementing smart governance.
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Group Query

Nodes
Tanda Tangan Digital\Penyelenggara Tanda Tangan Digital

Items
News\Waspada Vendor Tanda Tangan Digital Bodong, Kominfo Lakukan Ini - Tekno Tempo.co

News\Transaksi Perbankan Pakai Tanda Tangan Elektronik Tunggu Aturan OJK - kumparan.com
Tanda Tangan Digital\Pentingnya Tanda Tangan Digital

Tanda Tangan Digital\PenggunaanTanda Tangan Digital

News\Kominfo Awasi Ketat Startup Penyedia Tanda Tangan Digital

News\Keuntungan Jika Perusahaan Gunakan Sistem Tanda Tangan Elektronik - kumparan.com

Tanda Tangan Digital\Sertifikat Digital
News\Fintech dan Tanda Tangan Elektronik - Kompas.com

Figure 9. Digital Signature
Source: NVivo 12 Plus (processed data result)

Figure 9 shows that many national online media report about the use of digital signatures.
Digital signature validity processes are the most reported by ten national online media. In
comparison, digital signature services rank second with the news carried out by five national
online media, third place concerning digital signatures validity using digital certificates and
digital signatures implementation reported by three national online media and the rest
regarding the use and importance of digital signatures reported by two national online media.
Digital signatures in cybersecurity policies framework in implementing smart governance are
considered the right policy for many parties.

Group Query

Nodes

Tanda Tangan Digital\Penggunaan Tanda Tangan Digital

Items
Reference\Pricelia, Dhea Pungky, Izzudin, Anmad (2015)

\ﬂ"‘ l / |Reference\Nugraha, Agung;Mahardika Agus (2016)
" ‘ /. Reference\Munir, Rinaldi (2015)
L~ LS

Reference\Liyanti; Hakim Arif Rahman (2019)

Tanda Tangan Digital\Fungsi Tanda Tangan Digital
Reference\lhwani, Mohamad (2016)

Reference\Hendri, Eko Yon (2019)
Tanda Tangan Digital\Verifikasi Tanda Tangan Digital
<A Reference\Chyan, Phie (2018)

<7 y

Tanda Tangan Digital\Sertifikat Digital

Reference\Balai Sertifikasi Elektronik (2019)

Tanda Tangan Digital\Keaslian Tanda Tangan Digital Reference\Apriansyah, Nizar (2018)

Reference\Abraham, Firda Zulivia; Santosa, Paulus Insap; Winarno, Wing Wahyu (2018)

Figure 10. Studies on Digital Signature
Source: NVivo 12 Plus (processed data result)

Figure 10 shows that there have been many studies examining digital signatures. The
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validity of digital signatures through the digital signature verification process is the most
studied topic. In general, all studies that examine the topic of digital signature verification
mostly states the security aspects of digital signatures, including the use of the Message Digest 5
(MD?5) algorithm (Precilia & Izzuddin, 2015), RSA algorithm (Ihwani, 2016), digital certificates
on digital signatures (Perdana et al., 2019), and others. The security factor of data protection is a
priority to maintain confidentiality, integrity, entity authentication, and data origin
authentication.

Using NVivo 12 Plus software, the analysis results showed that using digital signatures to
anticipate cybercrime in implementing cybersecurity policies is an urgent need for the
government. It is in line with the smart governance concept, which emphasizes cybersecurity
policies with digital signatures implementation as anticipation of manipulating data and official
documents issued by the government so that the governance process becomes effective,
efficient, and accountable.

5. Conclusion

Digital signatures as a model of implementing cybersecurity policies in smart governance
implementation are policies needed by the government in anticipating cybercrime. Analysis
using NVivo 12 Plus software results, as follows: 1) Smart governance, as part of a smart city,
requires applying a policy on the use of electronic certificates. 2) Cybersecurity is a policy that
must be carried out by the government to anticipate cybercrime threats. 3) The use of digital
signatures as a new smart governance model is considered the right policy by many parties.
Based on the analysis results using NVivo 12 Plus software, a new smart governance model in
digital signatures implementation is needed to anticipate cybercrime threats in implementing
effective, efficient, and accountable public services.
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